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www.pdf-opener.com

Domains By Proxy, LLC  (Proxy Registrant)

Domain Information

The domain www.pdf-opener.com is registered by proxy through GODADDY.COM, LLC and was originally registered in February of 2012. This domain has been known to host and distribute adware as well as other potentially unwanted software. The hosted servers are located in Pittsburgh, Pennsylvania within the United States which resides on the pair Networks network.


Registrant:
Domains By Proxy, LLC



Registrar:
GODADDY.COM, LLC



Server location:
Pennsylvania, United States (US)



Create date:
Wednesday, February 29, 2012



Expires date:
Sunday, February 28, 2016



Updated date:
Tuesday, September 23, 2014



ASN:
AS7859 PAIR-NETWORKS - pair Networks,US



Root domain:
pdf-opener.com



Whois:
2 pdf-opener.com records



Analysis

Scanner detections:
Detections  (100% detected)



Scan engine
Details
Detections



ESET NOD32
Win32/Bundled.Toolbar.Ask (variant), Win32/Bundled.Toolbar.Ask.G potentially unsafe (variant)
100.00%



Reason Heuristics
PUP.Optional.FedderCorporationLimited.J, Threat.Installer.FedderCorporation
100.00%



Malwarebytes
PUP.Optional.BundledToolBar.A
50.00%



Dr.Web
Adware.Downware.1417
50.00%



K7 AntiVirus
Unwanted-Program 
50.00%



Trend Micro House Call
Suspicious_GEN.F47V0507
50.00%



Baidu Antivirus
Adware.Win32.AskToolbar
50.00%



IPs Addresses

The domain www.pdf-opener.com has been seen to resolve to the following IP address.



216.92.226.129
pdf-opener.comDecember 11, 2013




Downloads

File downloads found at URLs served by www.pdf-opener.com.



5 / 68      (PUP)
http://www.pdf-opener.com/download.php  (pdfopener.exe)



4 / 68      (PUP)
http://www.pdf-opener.com/download.php  (pdfopener.exe)



Website Details

URL:
http://www.pdf-opener.com/



Title:
“Download a Free PDF Reader Software!”



Web server:
Apache/2.2.31
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                        herdProtect is a second line of defense malware removal platform powered by 68 anti-malware engines in the cloud. Since no single anti-malware program is perfect 100% of the time, herdProtect utilizes a 'herd' of multiple engines to guarantee the widest coverage and the earliest possible detection.
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