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www.pdfebooksx.com

WHOIS PRIVACY PROTECTION SERVICE, INC.  (Proxy Registrant)

Domain Information

The domain www.pdfebooksx.com is registered by proxy through ENOM, INC. and was originally registered in August of 2013. This domain has been known to host and distribute adware as well as other potentially unwanted software. The hosted servers are located in Phoenix, Arizona within the United States which resides on the CloudFlare, Inc. network. The domain uses the CloudFlare CDN, a distributed domain name server service which utilizes a number of reverse proxy IP Addresses (see below).


Registrant:
WHOIS PRIVACY PROTECTION SERVICE, INC.



Registrar:
ENOM, INC.



Server location:
Arizona, United States (US)



Create date:
Friday, August 30, 2013



Expires date:
Tuesday, August 30, 2016



Updated date:
Tuesday, December 29, 2015



ASN:
AS13335 CLOUDFLARENET - CloudFlare, Inc.,US



Root domain:
pdfebooksx.com



Whois:
3 pdfebooksx.com records



Analysis

Scanner detections:
Detections  (100% detected)



Scan engine
Details
Detections



Reason Heuristics
PUP.Installer.ArturKozak.AA, PUP.Optional.Installer.p, Adware.WebPick.Installer.r, Adware.WebPick.Installer.b, Adware.WebPick.Installer.M, Adware.WebPick.Installer.R, Adware.WebPick.Installer.y, Adware.WebPick.Installer.FF, Adware.WebPick.Installer.s, Adware.WebPick.Installer.f, Adware.WebPick.Installer.AA, Adware.WebPick.Installer (M), Threat.Win.Reputation.IMP, PUP.WebPick.ItzhakSh (M), Adware (M), PUP.WebPick (M)
89.74%



NANO AntiVirus
Riskware.Win32.Downware.csjrwt, Trojan.Win32.AntiFW.cvgqot, Riskware.Win32.Downware.crcxkc, Riskware.Win32.InfoLeak.cvgqot
25.64%



avast!
Win32:InstalleRex-AH [PUP], Win32:InstalleRex-BI [PUP], Win32:Agent-AYLT [PUP]
25.64%



Kaspersky
not-a-virus:Downloader.Win32.AdLoad, Trojan.Win32.AntiFW, not-a-virus:HEUR:AdWare.Win32.MultiPlug
25.64%



Comodo Security
Application.Win32.InstalleRex.KG, Application.Win32.MultiPlug.PNU
25.64%



Avira AntiVirus
Adware/InstallRex.S, TR/Kazy.324119.11, TR/AntiFW.b.86, Adware/Adload.ger, Adware/Bloggo.A, TR/Crypt.XPACK.Gen5, TR/Kazy.324119.2
25.64%



G Data
Win32.Application.InstalleRex, Trojan.Generic.11424417, Trojan.Generic.11228699, Gen:Variant.Adware.MPlug.10, Gen:Variant.Strictor.65565
25.64%



Dr.Web
Trojan.WebPick.4, Trojan.WebPick.29, Adware.Downware.1719, Adware.Downware.1541, Trojan.Crossrider.36840
23.08%



AVG
MalSign.Generic, Trojan horse Crypt_s.GAB, Adware Generic_r.VD
23.08%



McAfee
PUP-FHQ!A9AE96D1CBD0, PUP-FHQ!2F3A32FD038E, PUP-FHQ!0523FD64CE71, MultiPlug-FQV, Program.MultiPlug-FQV, Program.MultiPlug-FRO
23.08%



Malwarebytes
PUP.Optional.InstalleRex, PUP.Optional.Installrex, PUP.Optional.Tarma, PUP.Optional.Installex
20.51%



VIPRE Antivirus
Trojan.Win32.Generic, Installerex/WebPick, Threat.4753027, Threat.4150696
20.51%



Sophos
InstallRex
20.51%



Vba32 AntiVirus
Downware.TSU, Downloader.AdLoad
20.51%



Rising Antivirus
PE:PUF.InstallRex!1.9E4C, PE:Malware.Adload!6.1085, PE:Trojan.AntiFW!6.17D6, PE:Malware.Adload!6.13C0, PE:Trojan.AntiFW!6.15B9
20.51%



IPs Addresses

The domain www.pdfebooksx.com has been seen to resolve to the following 7 IP addresses.



8.5.1.30
March 1, 2016




162.159.243.46
October 9, 2014




162.159.242.46
October 9, 2014




104.28.8.80
July 23, 2014




104.28.9.80
July 23, 2014




108.162.199.159
(CloudFlare)January 18, 2014




108.162.198.159
(CloudFlare)January 18, 2014




Downloads

File downloads found at URLs served by www.pdfebooksx.com.



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Willmington's Complete Guide to Bible Knowledge: The Life of Christ  (willmington's complete guide to bible knowledge_ the life of christ pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Back to Eden: Classic Guide to Herbal Medicine, Natural Food and  (back to eden- classic guide to herbal medicine, natural food and.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=all&name=The World Almanac of Islamism  (the+world+almanac+of+islamism+pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=1001 Garden Plants in Singapore  (1001 garden plants in singapore pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Japanese Lesson Study in Mathematics. Its Impact, Diversity and Potential for Educational Improvement  (9214e6552e196fd41c9a281904012f3b)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Motivation: Theory, Research, and Applications (with InfoTrac)  (motivation: theory, research, and applications (with infotrac) pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Children's Jazz Chants Old and New: Student Book  (children's jazz chants old and new: student book pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Autour de la sentence judiciaire : du Moyen Age à l'époque contemporaine  (autour de la sentence judiciaire _ du moyen age - l'-poque contemporaine pdf.exe)



1 / 68      (Malware)
http://www.pdfebooksx.com/download.php?t=epom&name=Mabini and the Philippine Revolution (Diliman Review. vol. 5. no. 1-4. Philippine Studies Series. no. 4.)  (51e1ae9f91f5458c13c831ac1ce0e019)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Blindfold Chess: History, Psychology, Techniques, Champions, Wor  (blindfold chess: history, psychology, techniques, champions, wor pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Subpart L -- Scaffolds  (subpart l -- scaffolds pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Tolley's Employment Handbook  (tolley's employment handbook pdf.exe)



9 / 68      (PUP)
http://www.pdfebooksx.com/download.php?t=epom&name=The Fern Dictionary  (the fern dictionary pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=  (pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Companion Guide to the Boiler & Pressure Vessel Code: Vol 1-3  (companion guide to the boiler pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Essential Psychopharmacology of Antipsychotics and Mood Stabiliz  (essential psychopharmacology of antipsychotics and mood stabiliz pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Let's Go Dinosaur Tracking  (let's go dinosaur tracking pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Los hijos tiranos  (los hijos tiranos pdf.exe)



7 / 68      (PUP)
http://www.pdfebooksx.com/download.php?t=epom&name=Clinical Atlas of Peripheral Retinal Disorders  (clinical atlas of peripheral retinal disorders pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=High School English Grammar and Composition  (high school english grammar and composition pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=The History of English  (the history of english pdf.exe)



1 / 68      (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=The Arab Uprisings: What Everyone Needs to Know  (the arab uprisings- what everyone needs to know pdf.exe)



31 / 68    (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=The Jewish-Japanese Sex Cook Book and How to Raise Wolves  ({blocked}.exe)



13 / 68    (PUP)
http://www.pdfebooksx.com/download.php?t=pdf_viewer_main&name=PDF_Viewer  (pdf_viewer pdf.exe)



11 / 68    (PUP)
http://www.pdfebooksx.com/download.php?t=epom&name=Magical Oil Recipes  (magical oil recipes pdf.exe)



29 / 68    (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Environmental politics and policy  (environmental politics and policy pdf.exe)



33 / 68    (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Principles of Exercise Testing and Interpretation  (principles of exercise testing and interpretation pdf.exe)



30 / 68    (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Fundamentals of Ceramic Powder Processing and Synthesis  (fundamentals of ceramic powder processing and synthesis pdf.exe)



31 / 68    (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Handbook of Radiotherapy Physics. Theory and Practice  (handbook of radiotherapy physics. theory and practice pdf.exe)



25 / 68    (Adware)
http://www.pdfebooksx.com/download.php?t=epom&name=Dr. Bob and the Good Oldtimers  (dr. bob and the good oldtimers pdf.exe)



 
Latest 30 of 39 download URLs



Website Details

URL:
http://www.pdfebooksx.com/



Google Analytics:
UA-2249740



Title:
“Pdfebooksx.com”



Description:
“Find Cash Advance, Debt Consolidation and more at Pdfebooksx.com. Get the best of Insurance or Free Credit Report, browse our section on Cell Phones or learn about Life Insurance. Pdfebooksx.com is the site for Cash Advance.”



Web server:
Microsoft-IIS/8.5 (ASP.NET) (Version: 4.0.30319)



Statistics

Facebook:
Shares:  3
Comments:  1




Statistics are for the previous month.



Related Domains

07zbu0gt6.com



08i8b4384.com



0g32br5rsg.com



0hnuuf2.com



0j2fxpvon.com



0k8wezr.com



0nosjf31uh.com



0o99hbzi.com



0p78qfr8q7.com



0softwaredreams.com



0uezhjx.com



0vin60f6.com



0x1m8x59b.com



1-vinstaller.com



1000descargas.com



123-telecharger.com



18v3y9y0ob.com



1btvoy0pn.com



1mmkkv2sfi.com



1r2qzosuf.com



1sfrtvms6.com



1tvonline.net



2-vinstaller.com



225bkry1.com



22aaf3.com



27call.com



27q2gqueo.com



29u3wfmjg.com



2k18x8b34s.com



2m891odz.com



30 of 685 related domains
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                        herdProtect is a second line of defense malware removal platform powered by 68 anti-malware engines in the cloud. Since no single anti-malware program is perfect 100% of the time, herdProtect utilizes a 'herd' of multiple engines to guarantee the widest coverage and the earliest possible detection.
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