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coa.2008.pdf.exe

The program is a setup application that uses the NSIS (Nullsoft Scriptable Install System) installer. The file has been seen being downloaded from www.general-files.org.


File name:
coa.2008.pdf.exe



MD5:
de5df9a1e677d55e9d856ceee0d5f146



SHA-1:
c45d67a0f7df44ea7aeeb028fef9d70a77edd41e



SHA-256:
dcdfc8f8a60195fc0427c4e8c59e1c83a0afd78f094fad1593d56a654caed42d



Analysis

Scanner detections:
1 / 68



Status:
Inconclusive  (not enough data for an accurate detection)



Analysis date:
3/20/2024 10:29:31 AM UTC  (today)



Scan engine
Detection
Engine version



avast!
Win32:Malware-gen
160518-2



File Details

File size:
57.8 KB (59,238 bytes)



File type:
Executable application (Win32 EXE)



Installer:
NSIS (Nullsoft Scriptable Install System)



Common path:
C:\users\{user}\downloads\coa.2008.pdf.exe



File PE Metadata

Compilation timestamp:
2/25/2012 3:20:04 AM



OS version:
5.0



OS bitness:
Win32



Subsystem:
Windows GUI



Linker version:
10.0



CTPH (ssdeep):
1536:uGarUa6LowvuhdNYh2Gf9rg6hzGPnJCw1We3hYTJfJ4:I5BuYAVrgUCPnJCZeQtC



Entry address:
0x38AF



Entry point:
81, EC, D4, 02, 00, 00, 53, 55, 56, 57, 6A, 20, 33, ED, 5E, 89, 6C, 24, 18, C7, 44, 24, 10, 68, A2, 40, 00, 89, 6C, 24, 14, FF, 15, 30, 90, 40, 00, 68, 01, 80, 00, 00, FF, 15, B4, 90, 40, 00, 55, FF, 15, C0, 92, 40, 00, 6A, 08, A3, 98, EB, 47, 00, E8, 36, 2A, 00, 00, 55, 68, B4, 02, 00, 00, A3, B0, EA, 47, 00, 8D, 44, 24, 38, 50, 55, 68, 64, A2, 40, 00, FF, 15, 84, 91, 40, 00, 68, 4C, A2, 40, 00, 68, A0, 6A, 47, 00, E8, 18, 27, 00, 00, FF, 15, B0, 90, 40, 00, 50, BF, A0, F0, 4C, 00, 57, E8, 06, 27, 00, 00... 
[+]



Entropy:
6.6343



Packer / compiler:
Nullsoft install system v2.x



Code size:
29 KB (29,696 bytes)



Downloads

The file coa.2008.pdf.exe has been seen being distributed by the following URL.



http://www.general-files.org/.../gs4dea0781h32i0






Scan coa.2008.pdf.exe - Powered by Reason Core Security









                


            


            


        


            
                
                    
                        herdProtect is a second line of defense malware removal platform powered by 68 anti-malware engines in the cloud. Since no single anti-malware program is perfect 100% of the time, herdProtect utilizes a 'herd' of multiple engines to guarantee the widest coverage and the earliest possible detection.
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