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download.pdflite.com

Moniker Privacy Services  (Proxy Registrant)

Domain Information

The domain download.pdflite.com is registered by proxy through Moniker Online Services and was originally registered in February of 2011. The hosted servers are located in Dulles, Virginia within the United States which resides on the Amazon Technologies Inc. network. The domain uses the Amazon Cloudfront CDN service which utilizes a number of proxy IP Addresses (see below).


Registrant:
Moniker Privacy Services



Registrar:
Moniker Online Services



Server location:
Virginia, United States (US)



Create date:
Thursday, February 24, 2011



Expires date:
Friday, February 24, 2017



Updated date:
Saturday, February 13, 2016



ASN:
AS16509 AMAZON-02 - Amazon.com, Inc.



Root domain:
pdflite.com



Whois:
4 pdflite.com records



IPs Addresses

The domain download.pdflite.com has been seen to resolve to the following 87 IP addresses.



52.85.131.74
server-52-85-131-74.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.17
server-52-85-131-17.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.238
server-52-85-131-238.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.236
server-52-85-131-236.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.182
server-52-85-131-182.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.143
server-52-85-131-143.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.122
server-52-85-131-122.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.104
server-52-85-131-104.iad53.r.cloudfront.netJuly 4, 2016




52.85.131.100
server-52-85-131-100.iad53.r.cloudfront.netApril 13, 2016




52.85.131.98
server-52-85-131-98.iad53.r.cloudfront.netApril 13, 2016




52.85.131.86
server-52-85-131-86.iad53.r.cloudfront.netApril 13, 2016




52.85.131.69
server-52-85-131-69.iad53.r.cloudfront.netApril 13, 2016




52.85.131.13
server-52-85-131-13.iad53.r.cloudfront.netApril 13, 2016




52.85.131.221
server-52-85-131-221.iad53.r.cloudfront.netApril 13, 2016




52.85.131.206
server-52-85-131-206.iad53.r.cloudfront.netApril 13, 2016




52.85.131.134
server-52-85-131-134.iad53.r.cloudfront.netApril 13, 2016




54.192.195.59
server-54-192-195-59.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.8
server-54-192-195-8.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.254
server-54-192-195-254.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.233
server-54-192-195-233.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.222
server-54-192-195-222.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.197
server-54-192-195-197.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.175
server-54-192-195-175.iad53.r.cloudfront.netFebruary 27, 2016




54.192.195.104
server-54-192-195-104.iad53.r.cloudfront.netFebruary 27, 2016




54.230.103.240
server-54-230-103-240.iad2.r.cloudfront.netDecember 15, 2015




54.230.103.196
server-54-230-103-196.iad2.r.cloudfront.netDecember 15, 2015




54.230.103.189
server-54-230-103-189.iad2.r.cloudfront.netDecember 15, 2015




54.230.103.188
server-54-230-103-188.iad2.r.cloudfront.netDecember 15, 2015




54.230.103.134
server-54-230-103-134.iad2.r.cloudfront.netDecember 15, 2015




54.230.103.58
server-54-230-103-58.iad2.r.cloudfront.netDecember 15, 2015




 
Showing 30 of 87 IP Addresses



Downloads

File downloads found at URLs served by download.pdflite.com.



16 / 68    (PUP)
http://download.pdflite.com/setup-pdflite-ic-0.6.exe  (120df9e3bdae078e8f5a215951d40c0c)



0 / 68
http://download.pdflite.com/setup-pdflite-2.0.0.0-silent.exe  (18f47c5f_stp.exe)



0 / 68
http://download.pdflite.com/setup-pdflite-1.2.0.0.exe  (ed89d5b8b6a40828d8bc04b4ea2bf103)



10 / 68    (PUP)
http://download.pdflite.com/setup-pdflite-ic-0.6.1.exe  (736cd48a61b19aea2d867ebf5e24465e)



0 / 68
http://download.pdflite.com/setup-pdfliteg.exe  (106c6b09893e047d00b50141b97a910c)



0 / 68
http://download.pdflite.com/setup-pdfliteo.exe  (b551cd456c1e5450bba065c480f0e3ce)



12 / 68    (PUP)
http://download.pdflite.com/setup-pdflite-0.9.0.0-refam.exe  (c8534352e3f7062202933335265d2b60)



0 / 68
http://download.pdflite.com/setup-pdflite-ic-0.7.exe  (icreinstall_setup-pdflite-ic-0.7.exe)



17 / 68    (Adware)
http://download.pdflite.com/setup-pdflite-ic-0.7-aw.exe  (b58cbb39cb98698ba284e3593f9d8ea3)



0 / 68
http://download.pdflite.com/setup-pdflite-ic-0.6.1.exe  (01e83aab6fff22c0408c0ad410f25508)



0 / 68
http://download.pdflite.com/setup-pdflite-0.10.0.0-im.exe  (76bafb99a86fea4163cf8d76eb1270b4)



0 / 68
http://download.pdflite.com/setup-pdflite-0.9.0.0.exe  (0b9347ca635e9a826d954549622be8ce)



0 / 68
http://download.pdflite.com/setup-pdflite-0.7.exe  (eae5f6d1142859a08d10d31519a870af)



Network Communications

The following 115 files have been seen to comunicate with download.pdflite.com in live environments.



TCP » 54.192.195.197:443
online-guardian-v2.0.9.exe



TCP » 54.192.55.201:80
uvconverter.exe (TODO: <Product name> by TODO: <Company name>)



TCP » 54.192.55.202:80
uvconverter.exe



TCP » 54.192.55.20:80
winsaber.exe



TCP » 54.230.37.96:80
UCBrowser.exe (UC Browser by UCWeb)



TCP » 54.192.195.197:443
online-guardian-v2.0.9.exe



TCP » 54.192.55.202:80
UCBrowser.exe (UC Browser by UCWeb)



TCP » 54.192.55.20:80
UCBrowser.exe (UC Browser by UCWeb)



TCP » 54.192.55.201:80
winzipersvc.exe (ExHelp by ExWzp Pvt)



TCP » 54.192.55.201:80
uvconverter.exe



TCP » 54.230.37.181:443
UCBrowser.exe (UC Browser by UCWeb)



TCP » 54.192.55.23:443
online-guardian-v2.0.9.exe



TCP » 54.192.55.20:80
browser.exe (Browser)



TCP » 54.192.55.202:80
browser.exe (Browser)



TCP » 54.192.55.23:443
online-guardian-v2.0.9.exe



TCP » 54.230.37.181:80
bbqleadsapplication.exe (NpApplication by Microsoft)



TCP » 54.230.37.96:443
clearscreenplayerbrowser.exe



TCP » 54.192.55.23:80
tsvr.exe (Trend Service by Trend)



TCP » 54.192.55.20:443
online-guardian-v2.0.9.exe



TCP » 54.192.55.20:80
crossbrowse.exe (Crossbrowse)



 
Latest 20 of 141 files



Website Details

URL:
http://download.pdflite.com/



Network:
Amazon Cloudfront



Web server:
AmazonS3
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                        herdProtect is a second line of defense malware removal platform powered by 68 anti-malware engines in the cloud. Since no single anti-malware program is perfect 100% of the time, herdProtect utilizes a 'herd' of multiple engines to guarantee the widest coverage and the earliest possible detection.
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