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www.pdf-reader.org

Privacy Protection Service INC d/b/a PrivacyProtect.org  (Proxy Registrant)

Domain Information

The domain www.pdf-reader.org is registered by proxy through PDR Ltd. d/b/a PublicDomainRegistry.com. This domain has been known to host and distribute adware as well as other potentially unwanted software. The hosted servers are located in Portland, Oregon within the United States which resides on the Amazon Technologies Inc. network. The domain uses the Amazon Web Services (AWS) cloud computing platform from the US West (Oregon) region datacenter.


Registrant:
Privacy Protection Service INC d/b/a PrivacyProtect.org



Registrar:
PDR Ltd. d/b/a PublicDomainRegistry.com



Server location:
Oregon, United States (US)



ASN:
AS16509 AMAZON-02 - Amazon.com, Inc.,US



Root domain:
pdf-reader.org



Whois:
2 pdf-reader.org records



Analysis

Scanner detections:
Detections  (100% detected)



Scan engine
Details
Detections



Reason Heuristics
PUP.Installer.ironSource, PUP.installCore.SuperCoolApplications.Installer (M), PUP.installCore.ADLSoft.Installer (M), PUP.installCore.SuperCoo.Installer (M), PUP.installCore (M)
100.00%



avast!
InstallCore-HH [PUP], Win32:InstallCore-HH [PUP]
6.00%



Dr.Web
Trojan.MulDrop5.10078, Trojan.InstallCore.1903
4.00%



ESET NOD32
Win32/InstallCore.JO potentially unwanted application, Win32/InstallCore.AFF.gen potentially unwanted application
4.00%



VIPRE Antivirus
Threat.4788237
2.00%



Sophos
PUA 'Install Core Click run software'
2.00%



Zillya! Antivirus
Trojan.Badur.Win32.4817
2.00%



K7 AntiVirus
Unwanted-Program 
2.00%



F-Prot
W32/A-2d45491d
2.00%



Avira AntiVirus
ADWARE/InstallCore.Gen
2.00%



G Data
Win32.Application.InstallCore.CZ
2.00%



Vba32 AntiVirus
Downware.InstallCore
2.00%



AVG
Max Setup
2.00%



IPs Addresses

The domain www.pdf-reader.org has been seen to resolve to the following 9 IP addresses.



54.213.25.156
ec2-54-213-25-156.us-west-2.compute.amazonaws.comDecember 7, 2015




54.69.189.98
ec2-54-69-189-98.us-west-2.compute.amazonaws.comDecember 7, 2015




52.10.193.58
ec2-52-10-193-58.us-west-2.compute.amazonaws.comDecember 7, 2015




54.186.198.136
ec2-54-186-198-136.us-west-2.compute.amazonaws.comJune 20, 2014




54.201.15.32
ec2-54-201-15-32.us-west-2.compute.amazonaws.comJune 20, 2014




54.213.231.162
ec2-54-213-231-162.us-west-2.compute.amazonaws.comJune 20, 2014




54.186.46.235
ec2-54-186-46-235.us-west-2.compute.amazonaws.comJune 20, 2014




54.213.175.151
ec2-54-213-175-151.us-west-2.compute.amazonaws.comMay 28, 2014




54.200.119.244
ec2-54-200-119-244.us-west-2.compute.amazonaws.comMay 28, 2014




Downloads

File downloads found at URLs served by www.pdf-reader.org.
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Latest 30 of 58 download URLs



Website Details

URL:
http://www.pdf-reader.org/



Network:
Amazon Web Services (AWS), running an EC2 instance



Web server:
nginx/1.4.3 (PHP/5.3.28)



Statistics

Facebook:
Shares:  3
Comments:  1




Statistics are for the previous month.





[image: ]





                


            


            


        


            
                
                    
                        herdProtect is a second line of defense malware removal platform powered by 68 anti-malware engines in the cloud. Since no single anti-malware program is perfect 100% of the time, herdProtect utilizes a 'herd' of multiple engines to guarantee the widest coverage and the earliest possible detection.
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